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Introduction 
 
The Data Protection Act 1998 (DPA) requires a clear direction on Policy for security of 

information within the Practice.  
 
The policy provides direction on security against unauthorised access, unlawful processing, and 

loss or destruction of personal information.  
 
The following is a Statement of Policy which will apply: 
 

The Policy 
 

 The Practice is committed to security of patient and staff records.  

 

 The Practice will display a poster in the waiting room, explaining the practice policy to 
patients. 

 

 The Practice will make available a brochure on Access to Medical Records and Data 
Protection for the information of patients. 
 

 The Practice will take steps to ensure that individual patient information is not deliberately or 
accidentally released or (by default) made available or accessible to a third party without the 

patient’s consent, unless otherwise legally compliant.  
 
This will include training on Confidentiality issues, DPA principles, working security 

procedures, and the application of Best Practice in the workplace.  
 

 The Practice will undertake prudence in the use of, and testing of, arrangements for the 
backup and recovery of data in the event of an adverse event.  

 

 The Practice will maintain a system of “Significant Event Reporting” through a no -blame 
culture to capture and address incidents which threaten compliance. 

 

 DPA issues will form part of the Practice general procedures for the Management of Risk.  
 

 Specific instructions will be documented within confidentiality and security instructions and 
will be promoted to all staff. 

 



 

Protecting and using your personal and medical information 
 

Introduction 

All the information you give to a member of the PHCT (e.g. doctor, practice or district nurse, 

health visitor) which is held either on paper records or computer is safeguarded by the Data 

Protection Act 1998. This Act sets out clear rules about how the recorded information can be 

used and demands openness about how the information is used. It also gives you certain rights, 

e.g. you have the right of access to your to your health records. If you want to see your record 

you should write to us. You have the right to receive a copy of your record but usually you will 

have to pay for this. 

 

 At all times, everybody working for the NHS – i.e. all the members of the PHCT – has a 

legal duty to keep information about you confidential. 

 

Why do we need information about you? 

We have to ask you for information so that we can make a decision about the best care and 

treatment for your needs. This information and the information about the care you receive are 

often kept on paper record or on computer because we might need it when we see you again 

or you have questions about your care or treatment. 

 

Your record will include your: 

 Name, address, date of birth, telephone number and next of kin 

 Allergies 

 Treatments, for example your tablets and medicines 

 Jabs/immunisations against diseases or illnesses like tetanus, influenza, whooping 

cough, polio 

 Information from other health professionals such as nurses, health visitors, 

physiotherapists 

 Results of tests such as x-rays and blood tests 

 

What else do we do with this information? 

In some cases the GP has to pass on information about your treatment or care so the Practice 

can get paid for it. GPs declare when cervical screening and certain childhood vacci nations 

have been performed. Your GP might need to ask the CCG to fund certain elements of your 

care and for this we may need to give the CCG details of your personal and clinical records.  

The GP needs to notify the CCG when you first register and your entire health record will be 

sent to the CCG when you change your GP. The CCG will then pass these records over to your 

new GP. 

 

If you are referred to a specialist (e.g. consultant) or need assistance in your treatment or 

management (e.g. require a wheelchair, need help from social services, counselling etc.) 

relevant information about you will be passed on so we can all work together for your benefit.  

 

The information is also used for doctors and nurses/health professionals who are learning 

about health and treatments. 



 

Sometimes other people are allowed to look at your health records without 

asking you: 
 The law demands that details of patients with certain serious infectious diseases that 

can spread, like measles or meningitis, have to be passed on to the authorities so 

action can be taken to protect the public’s health. You can receive a list of all 

notifiable diseases from the CCG, 

 The law demands that information is passed on if a serious crime (e.g. murder, 

manslaughter, rape, child abuse, kidnapping) can be prevented. 

 When a baby is born the registrar working for the government must be told.  

 If you are not well and are a danger to yourself or to others, doctors and nurses might 

have to tell other people who can help you to keep safe and get the right treatments 

for you. 

 Information about you may also be needed to review the care you receive to make sure 

it is of the highest standard. It is used for the managing and planning of the NHS, so 

that services can meet patient needs in the future, accounts can be audited and the 

NHS performance and activity analysed. 

 

However, we will only pass information on to people who really need to know it and have a 

genuine interest and we also will only pass on as much information as is absolutely necessary.  

 

You can choose whether or not to be involved in the training and education of staff or students 

and if you want to participate in clinical trials or other research projects.  

 

Anyone to whom information about you is passed by a member of this practice is also under a 

legal duty to keep it confidential. 

 

Partner organisations with whom information about you may be shared are: 

 NHS England 

 CCG  

 NHS Trusts 

 Ambulance service 

 Social services 

 Education services 

 Voluntary and private sector providers 

 

Without your authorisation we cannot pass on information about the progress of your health to 

your relatives, friends and carers. 

 

 

 

 

 

 

 

 



If you would like further information please do not hesitate to contact the Practice Manager. 

 

Everyone working in this Practice and for the NHS has a legal duty to keep information about 

you confidential. 

 

Sometimes we have to pass your information on, but anyone who receives this information is 

also under a legal duty to keep this information confidential.  

 

 

Signed: 
 
       ………………………………………………………………              ……………………………………………………………..…… 

       Caldicott Guardian    Practice Manager 
 
Date: …………………………………………………….  Date: …………………………………………………………. 

 
 
 

 
 
 
 

 
 
 

 
 
 

 
 
 

 
 
 

 
 
 
 

 
 
 

 
 
 

 
 

 

 
 
 

 
 



Patient Poster 
 

Data Protection Act – Patient Information 
 
 

 
 
 
 
 

 

 
 
 

 
 
 
 

 
We need to hold personal information about you on our Computer system and in paper records 
to help us to look after your health needs.  

 

Please help to keep your record up to date by informing us of any 
changes to your circumstances. 

 
Doctors and staff in the practice have access to your medical records to enable them to do their 
jobs. Your doctor is responsible for their accuracy and safe-keeping.   

 
From time to time, it may be necessary to share information with others involved in your care. 
Anyone with access to your record is properly trained in confidentiality issues and is governed by 

both a legal and contractual duty to keep your details private. 
 
All information about you is held securely and appropriate safeguards are in place to prevent 

accidental loss. 
 
In some circumstances we may be required by law to release your details to statutory or other 

official bodies, for example if a court order is presented, or in the case of public health issues. In 
other circumstances you may be required to give written consent before information is released 
– such as for medical reports for insurance, solicitors etc. 

 
To ensure your privacy, we will not disclose information over the telephone or fax unless we are 
sure that we are talking to you.  
 

Information will not be disclosed to family, friends, or spouses unless we have prior written 
consent, and we do not leave messages with others. 
 

You have a right to see your records if you wish. Please ask at reception if you would like further 
details and our patient information leaflet. An appointment will be required.  


